How to Create and Use an Adobe Digital ID

Graduate School pdf forms require Adobe Acrobat Pro or Adobe Reader. The use of other applications will
break the forms and they will need to be recompleted. Acrobat Pro is available free of charge to all faculty and
staff, and Adobe Reader (https://get.adobe.com/reader) is free for all other users.

Windows:

1. Right-click on the pdf and choose Open With --> Adobe Acrobat.
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2. Click on the signature field in an Adobe pdf form.
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3. Click Configure Digital ID.
Digital 1D Configuration Required *

This signature field requires a digital signature identity.

Would you like to configure one now?

Help . Coenfigure Digital ID Cancel
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4. Select Create a new Digital ID and click Continue.

5.

Configure a Digital ID for signing

A Digital ID is required to
create a digital
signature.The most secure
Digital ID are issued by
trusted Certificate
authorities and are based
on secure devices like smart
card or token. Some are
based on files.
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You can also create a new
Digital ID, but they provide
a low level of identity

assurance.
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Select the type of Digital ID:

Use a Signature Creation Device

Configure a smart card or token connected to your
computer

Use a Digital ID from a file

Import an existing Digital 1D that you have
obtained as a file

Create a new Digital ID
Create your self-signed Digital ID

Cancel Continue

Select Save to Windows Certificate Store and click Continue.

that assure the validity of
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Self-signed Digital 1D may
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be accepted in some use

cases.

Consult with your recipients

if this is an acceptable form
of authentication.

Select the destination of the new Digital ID pod
Digital 1Ds are typically @ Save to File
issued by trusted providers

Save the Digital 1D to a file in your computer

Save to Windows Certificate Store

| Q[E] Save the Digital ID to Windows Certificate Store to

be shared with other applications




Fill in your information and click Save.

Create a self-signed Digital ID x
Enter the identity MName Matthew Berta
informaticn to be used for
creating the self-signed Organizational Unit Graduate School
Digital ID.

Digital IDs that are self- Organization Name University of Colorado Anschutz Medical Camp

signed by individuals de not

provide the assurance that Email Address matthew.berta@cuanschutz.edu
the identity information is
valid. For this reason they US - UNITED STATES N

may not be accepted in Country/Region

SOMme use Cases.

Key Algorithm 2048-bit RSA v

Use Digital ID for Digital Signatures
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Select your newly created Digital ID and click Continue.

Sign with a Digital ID *

Choose the Digital ID that you want to use for signing:
® @] Matthew Berta (windows Digital ID) View Details
B Issued by: Matthew Berta, Expires: 2028.10.30

@ ( Configure New Digital ID ) ( Cancel )




8. Click Sign to sign the form.

Sign as "Matthew Berta™ X

Appearance  Standard Text 2
Digitally signed

M atth ew by Matthew Berta
Date: 2023.10.30

Berta 12:03:48 -06'00"

Review document content that may affect signing

9. You will be prompted to save the form.
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10. The form has now been signed with your Adobe Digital ID.
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Mac:
1. Right-click on the pdf and choose Open With --> Adobe Acrobat.
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2. Click on a signature field in an Adobe pdf form.

Member:
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3. Click Configure New Digital ID.
Sign with a Digital ID

Choose the Digital ID that you want to use for signing: Refresh

‘p MattbookPro.local (Keychain Digital ID) View Details
[E:I Issued by: MattbookPro.local, Expires: 2024.03.19

Configure New Digital ID Cancel Continue




4. Select Create a new Digital ID and then click Continue.

Configure a Digital ID for signing

Select the type of Digital I1D:

A Digital ID is required to
create a digital signatureThe

mast secure Digital |D are . s =
issuted by trusted Certificate : Use a Signature Creation Device

authorities and are based on = Configure a smart card or token connected to your
secure devices like smart card computer

or token. Some are based on
files.

You can also create a new Use a Digital ID from a file

Digjtal ID, but they provide a i Impert an existing Digital ID that you have obtained as
low level of identity a file

assurance.

Create a new Digital ID
Create your self-signed Digital ID

Cancel Continue

5. Choose Save to Apple Keychain and click Continue.

Select the destination of the new Digital ID

Digital IDs are typically issued Save to File
by trusted providers that
assure the validity of the
identity.

Self-signed Digital I may not
provide the same level of Save to Apple Keychain
assurance and may not be
accepted in some use cases.

Save the Digital ID to a file in your computer

Save the Digjtal ID to Apple Keychain to be shared with
other applications

Consult with your recipients if
this is an acceptable form of
authentication.

Continue




6. Fill in your information and click Save.

Create a self-signed Digital ID

Enter the identity information
to be used for creating the
self-signed Digital ID.

Digital IDs that are self-signed
by individuals do not provide
the assurance that the identity
information is valid. For this
reason they may not be
accepted in some use cases.

Name Matthew Berta

Organizational Unit Graduate School

Organization Name CU Anschutz

Country/Region US - UNITED STATES

Key Algorithm 2048-bit RSA

Use Digital ID for Digital Signatures

Email Address ‘ matthew berta@cuanschutz.edu

7. Select the newly created Digital ID and click Continue.

Sign with a Digital ID

Choose the Digital ID that you want to use for signing: Refresh

Matthew Berta (Keychain Digital ID) View Details
Issued by: Matthew Berta, Expires: 2028.10.30

MattbookPro.local (Keychain Digital ID)} View Details
Issued by: MattbookPro.local, Expires: 2024.03.19

Configure New Digital ID Cancel Continue




8. Click Sign to sign the form.

Sign as "Matthew Berta™

Appearance ‘ Standard Text Create

Digitally signed
M atth eW by Matthew Berta
Date: 2023.10.30

Berta 09:38:17 -06'00"

View Certificate Details

Review document content that may affect signing Review

9. You will be prompted to save the file.
Save as

application-for-candidacy. pdf

Where: i Desktop

Format: Adobe PDF Files

10. The form will now be signed with your Digital ID.

Digitally signed by Matthew Berta

Date: 2023.10.30 09:38:40 -06'00"




